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WILLIAM H. PAULEY I, District Judge:

The September 11th terrorist attacks revealed, in the starkest terms, just how
dangerous and interconnected the world is. While Americans depended on technology for the
conveniences of modernity, al-Qaeda plotted in a seventh-century milieu to use that technology
against us. It was a bold"jujitsu. And it succeeded because conventional intelligence gathering
could not detect diffuse filaments connecting al-Qaeda.

Prior to the September 11th attacks, the National Security Agency (“NSA”)
intercepted seven calls made by hijacker Khalid al-Mihdhar, who was living in San Diego,
California, to an al—Qaede safe house in Yemen. The NSA intercepted those calls using overseas
signals intelligence capabilities that could not capture al-Mihdhar’s telephone number identifier.
Without that identifier, NSA analysts concluded mistakenly that al-Mihdhar was overseas and
not in the United States. Telephony metadata would have furnished the missing information and

might have permitted the.NSA to notify the Federal Bureau of Investigation (“FBI”) of the fact



that al-Mihdhar was calling the Yemeni safe house from inside the United States. |

The Government learned from its mistake and adapted to confront a new enemy:
a terror network capable of orchestrating attacks across the world. It launched a number of
counter-measures, including a bulk telephony metadata collection program—a wide net that
could find and isolate gossamer contacts among suspected terrorists in an ocean of seemingly
disconnected data.

This blunt tool only works because it collects everything. Such a program, if
unchecked, imperils the civil liberties of every citizen. Each time someone in the United States
makes or receives a telephone call, the telecommunications provider makes a record of when,
and to what telephone number the call was placed, and how Iohg it lasted. The NSA collects that
telephony metadata. If plumbed, such data can reveal a rich pr:oﬁle of every individual as well as
a comprehensive record of people’s associations with one another.

The natural tension between protecting the nation and preserving civil liberty is
squarely presented by the Government’s bulk telephony metadata collection program. Edward
Snowden’s unauthorized disclosure of Foreign Intelligence Surveillance Court (“FISC”) orders
has provoked a public debate and this litigation. While robust discussions are underway across
the nation, in Congress, and at the White House, the question for this Court is whether the
Government’s bulk telephony metadata program is lawful. This Court finds it is. But the
question of whether that program should be conducted is for the other two coordinate branches

of Government to decide.

! See generally, The 9/11 Commission Report: Final Report of the National Commission on
Terrorist Attacks Upon the United States [hereinafter the “9/11 Report”] (2004).
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The American Civil Liberties Union, the American Civil Liberties Union
Foundation, the New York Civil Liberties Union, and the New York Civil Liberties Foundation
(collectively, “the ACLU” or Plaintiffs) bring this action challenging the legality of the NSA’s
telephony metadata collection program. James R. Clapper, the Director of National Intelligence;
Keith B. Alexander, the Director of NSA and Chief of the Central Security Service; Charles T.
Hagel, the Secretary of Defense; Eric H. Holder, the Attorney General of the United States; and
James B. Corhey, the Director of the FBI (collectively, “Defendants” or the “G()Vemmeht”) are
Executive Branch Department and Agency heads involved with the bulk telephony metadata
collection program. The ACLU moves for a preliminary injunction and the Government moves
to dismiss the complaint. For the reasons that follow, this Court grants the Government’s motion
to dismiss and denies the ACLU’s motion for a preliminary:injunction&

BACKGROUND |

L. Foreion Intelligcence Surveillance Act

In 1972, the Supreme Court recognized that “criminal surveillances and those
involving domestic security” are distinct, and that “Congress may wish to consider protective
standards for the latter which differ from those already prescribed for [criminal surveillances].”

United States v. U.S. Dist. Court for East. Dist. of Mich. (Keéith), 407 U.S. 297, 322 (1972).

“Although the Keith opinion expressly disclaimed any ruling ‘on the scope of the President’s
surveillance power with respect to the activities of foreign powers,” it implicitly suggested that a
special framework for foreign intelligence surveillance might be constitutionally permissible.”

Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138, 1143 (2013‘) (quoting Keith, 407 U.S. at 322—

23) (internal citations omitted).



In 1975, Congress organized the Senate Select Committee to Study Governmental
Operations With Respect to Intelligence Activities, known as the “Church Committee,” to
investigate and report on the Government’s intelli gence-gathering operations. The Church
Committee concluded that the Executive Branch had engaged in widespread surveillance of U.S.
citizens and that Congress needed to provide clear boundaries for foreign intelligence gathering.

In 1978, Congress did just that. Legislating against the backdrop of Keith and the
Church Committee findings, Congress enacted the Foreign Intelligence Surveillance Act of 1978
(FISA). Pub. L. No. 95-511, 92 Stat. 1783 (codified as amended at 50 U.S.C: §§ 1801 to 1885c¢).
FISA requires the Government to obtain warrants or court orders for certain foreign intelligence
surveillance activities and created the FISC to review those applications and grant them if
appropriate.

While the FISC is composed of Article III judges, it operates unlike any other
Article Il court. Proceedings in Article III courts are public. And the public enjoys a “general
right to inspect and copy public records and documents, including judicial records and

documents.” Nixon v. Warner Comm’cns, Inc., 435 U.S. 589, 597-98 (1978) (footnotes

omitted). “The presumption of access is based on the need for federal courts, although
independent—indeed, particularly because they are independent—to have a measure of
accountability and for the public to have confidence in the administration of justice.” Lugosch v.

Pyramid Co. of Onondaga, 435 F.3d 110, 119 (2d Cir. 2006) (quoting United States v. Amodeo,

71 F.3d 1044, 1048 (2d Cir. 1995)); see also Standard Chartered Bank Int’] (Americas) Ltd. v.

Calvo, 757 F. Supp. 2d 258, 259-60 (S.D.N.Y. 2010).2

? The Judicial Conference of the United States reaffirmed the public interest in the efficient and
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But FISC proceedings are secret. Congress created a secret court that operates in
a secret environment to provide judicial oversight of secret Government activities. See 50
U.S.C. § 1803(c) (“The record of proceedings [in the FISC] shall be maintained under security
measures established by the Chief Justice in consultation with the Attorney General and the
Director of Central Intelligence.”). While the notion of secret proceedings may seem antithetical
to democracy, the Founding Fathers recognized the need for the Government to keep secrets.
See U.S. Const. Art. I § 5, cl. 3. (“Each House shall keep a Journal of'its Proceedings, and from
time to time publish the same, excepting such Parts as may in their Judgment require Secrecy.”)

Congress has long appreciated the Executive’s paramount need to keep matters of
national security secret. See, e.g., 5 U.S.C. § 552(b)(1)(A) (first enacted July 4, 1966, Pub. L,':
89-487) (The Exccutive is not required to disclose “infttefs that are specificaily authorized . .
by an Executive order to be kept secret in the interest of national defense” under the Freedom of
Information Act). Indeed, “[s]ecfecy and dispatch” are essential ingredients to the President’s
effective discharge of national security. See The Federalist No. 70, at 472 (Alexander Hamilton)
(J Cooke ed., 1961). FISC is an exception to the presumption of openness and transparency—in
matters of national security, the Government must be able to keep its means and methods secret
from its enemies.

In 1998, Congress amended FISA to allow for orders directing common carriers,

public accommodation facilities, storage facilities, and vehicle rental facilities to provide

transparent administration of justice by acknowledging that “sealing an entire case file is a last
resort.” Judicial Conference of the United States, Judicial Conference Policy on Sealed Cases
(Sept. 13,2011), available at http://www.uscourts.gov/uscourts/News/2011/docs/
JudicialConferencePolicyOnSealedCivilCases2011.pdf.




business records to the Government. See Intelligence Authorization Act for Fiscal Year 1999,
Pub. L. 105-272, § 602, 112 Stat. 2396, 2410 (1998). These amendments required the
Government to make a showing of “specific and articulable facts giving reason to believe that
the person to whom the records pertain is a foreign power or an agent of a foreign power.” §
602.

After the September ! 1th attacks, Congress expanded the Government’s authority
to obtain additional records. V_S@ USA PATRIOT Act 0of 2001, Pﬁb. L.107-56, § 215, 115 Stat.
272,287 (2001) (codified as amended at 50 U.S.C. § 1861) (“section 215”). Section 215 allows
the Government to obtain an order “requiring the production of any tangible things (including
books, records, papers, documents, and other items),” eliminating the restrié_tions on the types of

businesses that can be served with such orders and the requirement that the target be a foreign

records or “telephony metadata.” See infra, Part II. See generally David S. Kris, On the Bulk
Collection of Tangible Things, 1 Lawfare Res. Pap. Ser. 4 (2013).

Bulk telephony metadata collection under FISA is subject to extensive oversight
by all three branches of government. It is monitored by the Department of Justice, the
Intelligence Community, the FISC, and Congress. See Administration White Paper, Bulk

Collection of the Telephony Metadata Under Section 215 of the USA Patriot Act 3 (Aug. 9,

2013) [hereinafter “White Paper”]. To collect bulk telephony metadata, the Executive must first
seek judicial approval from the FISC. 50 U.S.C. § 1861. Then, on a semi-annual basis, it must
provide reports to the Permanent Select Committee on Intelligence of the House of

Representatives, the Select Committee on Intelligence of the Senate, and the Committees on the



Judiciary of the House of Representatives and the Senate. 50 U.S.C. § 1871(a). Those reports
must include: (1) a summary of significant legal interpretations of section 215 involving matters
before the FISC; and (2) copies of all decisions, orders, or opinions of the FISC that include
significant construction or interpretation of section 215. 50 U.S.C. § 1871(c).

Since the initiation of the program, a number of compliance and implementation
issues were discovered and self-reported by the Government to the FISC and Congress.

In accordance with the [FISA] Court’s rules, upon discovery, these
inconsistencies were reported as compliance incidents to the FISA
Court, which ordered appropriate remedial action. The incidents,
and the Court’s responses, were also reported to the Intelligence
Committees in great detail. The Committees, the Court, and the
Executive Branch have responded actively to the incidents. The
Court has imposed additional safegunards. In response to
compliance problems, the Director of NSA also ordered ‘end-to-
end’ reviews of the section 215 . . . programs, and created a new
position, the Director of Compliance, to help ensure the integrity of
future collection.

Report on the NSA’s Bulk Collection Programs for USA PATRIOT Act Reauthorization (ECF
No. 33-5) [hereinafter “NSA Report”]. The NSA addressed these problems. For example, in
2011, FISC Judge Bates engaged in a protracted iterative process with the Government—that
included numerous written submissions, meetings between court staff and the Justice
Department, and a hearing—over the Government’s application for reauthorization of another
FISA collection program. That led to a complete review of that program’s collection and

querying methods. See generally Mem. Op. [REDACTED], No. [REDACTED] (F.I1.S.C. Oct. 3,

2011) (Bates, J.) available at http://icontherecord.tumblr.com/tagged/declassified.’

3 The iterative process Judge Bates describes is routine in the FISC and demonstrates the FISC
does not “rubberstamp” applications for section 215 orders.
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In August 2013, FISC Judge Eagan noted, “[t]he Court is aware that in prior years
there have been incidents of non-compliance with respect to the NSA’s handling of produced
information. Through oversight by this Court over a period of months, those issues were

resolved.” In re Application of the Fed. Bureau of Investigation for an Order Requiring the Prod.

of Tangible Things from [REDACTED], Case No. BR 13-109, amended slip op. at 5 n.8

(F.LS.C., Aug. 29, 2013) (released in redacted form Sept. 17, 2013). And Congress repeatedly
reauthorized the statute.
In recognition of the broad intelligence gathering capability Congress granted to

the Executive Branch, section 215 included a sunset provision terminating that authority at the

When [the Government]| prepares an application for [a section 215
order, it] first submit[s] to the [FISC] what’s called a “read copy,”
which the court staff will review and comment on. [A]nd they will
almost invariably come back with questions, concerns, problems
that they see. And there is an iterative process back and forth
between the Government and the [FISC] to take care of those
concerns so that at the end of the day, we’re confident that we’re
presenting something that the [FISC] will approve. That is hardly
a rubber stamp. It’s rather extensive and serious judicial oversight
of this process.

Testimony before the House Permanent Select Committee on Intelligence, dated

Jun. 18, 2013, Robert Litt, General Counsel, Office of the Director of National

Intelligence at 17-18 (ECF No. 33-13).



end of 2005. But the war on terror did not end. Congress has renewed section 215 seven times.*
In 2006, Congress amended section 215 to require the Government to provide “a statement of
facts showing that there are reasonable grounds to believe that the tangible things sought are
relevant to an authorized investigation.” USA PATRIOT Improvement and Reauthorization Act
of 2005, Pub. L. No. 109-177, § 106, 120 Stat. 192, 196 (2006) (codified as amended at 50
U.S.C. § 1861).

II.  NSA Bulk Telephony Metadata Collection

On June 5, 2013, The Guardian published a then-classified FISC “Secondary
Order” directing Verizon Business Network Services to provide the NSA “on an ongoing daily
basis . .. all calL detail records or ‘telephony metadata’ for all telephone calls on its network

from April 25, 2013 to July 19, 2013. See In re Application of the FBI for an Order Requiring

the Prod. of Tangible Things From Verizon Bus. Network Servs., Inc. ex. rel. MCI Comme¢’n

Servs., Inc. d/b/a Verizon Bus. Servs., No. BR 13-80, slip op. at 2—4 (F.I.S.C. Apr. 25, 2013)

(“Secondary Order”). “Telephony metadata” includes, as to each call, the telephone numbers

that placed and received the call, the date, time, and duration of the call, other session-identifying

information (for example, International Mobile Subscriber Identity number, International Mobile

* See An Act to Amend the USA PATRIOT Act to Extend the Sunset of Certain Provisions of
that Act and the Lone Wolf Provision of the Intelligence Reform and Terrorism Provision Act of
2004 to July 1, 2006, Pub. L. No. 109-160, 119 Stat. 2957 (2005); An Act to Amend the USA
PATRIOT Act to Extend the Sunset of Certain Provisions of Such Act, Pub. L. No. 109-170, 120
Stat. 3 (2006); USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-
177, 120 Stat. 192 (2006); Department of Defense Appropriations Act, 2010, Pub. L. No. 111-
118, 123 Stat. 3409 (2009); An Act to Extend Expiring Provisions of the USA PATRIOT
Improvement and Reauthorization Act of 2005 and Intelligence Reform and Terrorism
Prevention Act of 2004 until February 28, 2011, Pub. L. No. 111-141, 124 Stat. 37 (2010); FISA
Sunsets Extension Act of 2011, Pub. L. No. 112-3, 125 Stat. 5 (2011); PATRIOT Sunsets
Extension Act of 2011, Pub. L. No. 112-14, 125 Stat. 216 (2011).

9.



station Equipment Identity number, et cetera), trunk identifier, and any telephone calling card
number. See Decl. of Teresa H. Shea, Director of the Signals Intelligence Directorate, NSA,

dated Oct. 1, 2013, 9 15 (ECF No. 63); Secondary Order at 2. It does not include the content of

any call, the name, address, or financial information of parties to the call, or any cell site location

information. See Shea Decl.  15; Secondary Order at 2. In respohse to the unauthorized

disclosure of the Secondary Order, the Government acknowledged that since May 2006, it has
collected this infonnation for substantially every telephone call in the United States, including
calls between the United States and a foreign country and calls entirely within the United States.
See Shea Decl. § 13; White Paper at 3.

The Secondary Order was issued pursuant to a “Primaﬁy Order” setting out certain

“minimization” requirements for the use of telephony metadata. See In re Application of the FBI

for an Order Reguiring the Prod. of Tangible Things From [REDACTED], No. BR 13-80

(F.LS.C. Apr. 25, 2013) (“Primary Order™). The NSA stores the metadata in secure networks
and access is limited to authorized personnel. Primary Order at 4-5. Though metadata for all
telephone calls is collected, there are restrictions on how and when it may be accessed and
reviewed. The NSA may access the metadata to further a terrorism investigation only by
“querying” the database with a telbephone number, or “identifier,” that is associated with a
foreign terrorist organization. Shea Decl. § 19; Primary Order at 6-9. Before the database may
be queried, a high-ranking NSA official or one of twenty specially-authorized officials must
determine there is “reasonable articulable suspicion” that the identifier is associated with an
international terrorist organizatioﬁ that is the subject of an FBI investiéation. Shea Decl. 4§ 20,

31; Primary Order at 7. The “reasonable articulable suspicion” requirement ensures an “ordered

-10-



and controlled” query and prevents general data browsing. Shea Decl. 920. An identifier
reasonably believed to be used by aUS. person may not be regarded as associated with a
terrorist organization solely on the basis of activities protected by the First Amendment. Shea
Decl. 99 20, 31; Primary Order at 9. An identifier used to query telephony metadata is referred
to as a “seed.” Shea Decl. § 20.

The results of a query include telephone numbers that have been in contact with
the séed, as well as the dates, times, and durations of those calls, but not the identities of the
individuals or organizations associated with responsive telephone numbers. Shea Decl: § 21.
The query results also include second and third-tier contacts of the seed, referred to as “hops.”
Shea Decl. §22. The first “hop” captures telephony metadata for the set of telephone numbers in
dkmﬁcmﬁmﬂwﬂhmemwd'Hwsmmndﬁwp”ﬁm&wswkmxmynmmdﬁaﬁmﬂwsméf
telephone numbers in direct contact with any first “hop” telephone number. The third “hop”
corrals telephony metadata for the set of tel,ephone numbers in direct contact with any second
“hop” telephone number. Shea Decl. §22. The NSA takes this information and determines
“which of the results are likely to contain foreign intelligence information, related to
counterterrorism, that would be of investigative value to FBI (or other intelligence agencies).”
Shea Decl. § 26. They provide only this digest to the FBI. Moreover, metadata containiing
information concerning a U.S. person may only be shared outside the NSA if an official
determines “that the information was related to counterterrorism information and necessary to
understand counterterrorism information or to assess its importance.” Primary Order at 16-17;
see also Shea Decl. 9] 28, 32.

Through this sifting, “only a very small percentage of the total data collected is
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ever reviewed by intelligence analysts.” Shea Decl. § 5. In 2012, fewer than 300 identifiers
were queried. Shea Decl. § 24. Because each query obtains information for contact numbers up
to three hops out from the seed, the total number of responsive records was “substantially larger
than 300, but . . . still a very small percentage of the total volume of metadata records.” Shea
Decl. q 24. Between May 2006 and May 2009, the NSA provided the FBI and other agencies
with 277 reports containing approximately 2,900 telephone numbers. Shea Decl. § 26.

1. Plaintiffs’ Claims

Plaintiffs filed this lawsuit on June 11, 2013, less than a week after the
unauthorized disclosure of the Secondary Order. The ACLU, ACLU Foundation, NYCLU, and
NYCLU Foundation are “non-profit organizations that engage in puBlic education, lobbying, and
pro bono litigation upholding the civil rights and liberties guaranteed: by the Constitution.”
Compl. 924 (ECF No. 1). The ACLU and ACLU Foundation are Verizon subscribers and their
telephony metadata is therefore subject to the Secondary Order. Cdmpl. 99 28, 35. The NYCLU
was a Verizon subscriber until early April 2013. Compl. §29. The NYCLU and NYCLU
Foundation alleges that their metadata was collected under a previous order before the expiration
of its Verizon contract. Compl. §3,35. The ACLU and ACLU Foundation are also customers
of Verizon Wireless and allege that similar orders were provided to Verizon Wireless, allowing
the Government to obtain information concerning calls placed or received on the mobile
telephones of ACLU employees. Compl. 9 28, 35. While the Secondary Order does not cover
calls placed on Verizon Wireless’s network, the Government acknowledged that it has collected
metadata for substantially every telephone call in the United States silnce May 2006. See Shea

Decl. 9 13; White Paper at 3.
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The Plaintiffs’ employees routinely communicate by telephone with each other as
well as with journalists, clients, legislators, and members of the public. The Plaintiffs’ assert that
“their” telephone records “could readily be used to identify those who contact Plaintiffs . . . and
is likely to have a chilling effect.” Compl. 9 35. The Plaintiffs’ seek a declaratory judgment that
the NSA’s metadata collection exceeds the authority granted by section 215 and violates the First
and Fourth Amendments, and it also secks a permanent injunction enjoining the Government
from continuing the collection. Compl.‘ 99 36-38.

The Government moves to dismiss the complaint under Federal Rules of Civil
Procedure 12(b)(1) and 12(b)(6) for lack of standing and failure to state a claim. The ACLU
moves under Rule 65 for a preliminary injunction barring the Government from “collé_cting
[Plaintiffs’_] call records” during the pendency of this action, requiring it to quarantine:“all of
[Plaintiffs’] call records [it] already collected,” and enjoining the Government from querying
metadata using any identifier associated with the Plaintiffs. Pls. Mot. For Prelim. Inj., dated
Aug. 26,2013 at 2 (ECF No. 26) [hereinafter “Pls. Mot.”].

DISCUSSION

I. Standing

“[NTo principle is more fundamental to the judiciary’s proper role in our system
of government than the constitutional limitation of federal-court jurisdiction to actual cases or

controversies.” DaimlerChrysler Corp. v. Cuno, 547 U.S. 332, 341 (2006) (internal quotation

marks and alterations omitted); see also Rothstein v. UBS AG, 708 F.3d 82, 89-90 (2d Cir.

2013). The case-or-controversy requirement of Article I1I of the Constitution requires plaintiffs

to establish their standing to sue. Amnesty Int’l, 133 S. Ct. at 1146 (citing Raines v. Byrd, 521

-13-



U.S. 811, 818 (1997)). “The law of Article III standing, which is built on separation-of-powers
principles, serves to prevent the judicial process from being used to usurp the powers of the
political branches.” Amnesty Int’l, 133 S. Ct. at 1146. Therefore a court’s standing inquiry is
“especially rigorous” when the merits of the case would require the court “to decide whether an
action taken by one of the other two branches of the Federal Government was unconstitutional.”
Amnesty Int’l, 133 S. Ct. at 1147 (quoting Raines, 521 U.S. at 819-20).

Article I standing requires an injury that.is “concrete, particularized, and actﬁal
or imminent; fairly traceable to the challenged action; and redressable by a favorable ruling.”

Monsanto Co. v. Geertson Seed Farms, 130 S. Ct. 2743, 2752 (2010) (citing Horne v. Flores, 557

U.S. 433, 445(2009)). The ACLU alleges three sources of injury: (1) the Government’s mere
collection of the metadata related to the ACLU’s telephone calls; (2) the “search” of metadata

related to the ACLU’s telephone calls that results when any seed is queried because the NSA

]

must check all of the metadata it has collected to identify all telephone numbers within three
hops of the seed; and (3) the chilling effect on potential ACLU clients, whistleblowers,
legislators, and others who will hesitate to contact the ACLU by telephone because they know
the NSA will have a record that the call occurred. |

Relying on the Supreme Court’s decision in Clapper v. Amnesty International,

133 S. Ct. 1138, the Government contends that none of these alleged injuries are “concrete,

particularized, and actual or imminent.” Monsanto, 130 S. Ct. at 2752. Amnesty International

was a facial challenge to the FISA Amendments Act of 2008, which expanded the Government’s

authority to intercept the contents of communications for foreign intelligence purposes. The

Amnesty International plaintiffs included attorneys and human rights organizations whose work

-14-



required them to communicate with individuals overseas who might be targets of Government
surveillance under the FISA Amendments Act, such as Guantanamo detainees. They alleged
violations under the First and Fourth Amendments. While they offered no evidence their
communications had in fact been intercepted, they asserted that there was an “objectively
reasonable likelihood” their communications with foreign contacts would be intercepted in the
future.” They also argued that they suffered a present injury stemming from expensive

| precautions they took to avoid interception, such as traveling overseas to rﬁeet their clients in
person instead of communicating electronically.

The Supreme Court found the Amnesty International plaintiffs had suffered no

(139

injury in fact. The Court declined to assess standing based on an “‘objectively reasonable

likelihood’ standard,” finding it “inconsistent with [the| requirement that ‘threatened injury must

be certainly impending to constitute injury in fact.”” Amnesty Int’l, 133 S. Ct. at 1147 (quoting

Whitmore v. Arkansas, 495 U.S. 149, 158 (1990)). The Amnesty International plaintiffs’

“highly speculative fear” that their communications would be intercepted was insufficient to
confer standing. Amnesty Int’l, 133 S. Ct. at 1148. In so holding, the Supreme Court

deconstructed the Amnesty International plaintiffs “highly attenuated chain of possibilities™:

(1) the Government will decide to target the communications of

3 A panel in the Second Circuit adopted this novel view of standing. See Amnesty Int’l USA v.
Clapper, 638 F.3d 118, 133-34, 139 (2d Cir. 2011), overruled by 133 S. Ct. 1138 (2013). This
conclusion was criticized by other Second Circuit judges. See Amnesty Int’] USA v. Clapper,
667 F.3d'163, 194 (2d Cir. 2011) (denial of rehearing en banc) (Raggi, J. dissenting) (In finding
that an “objectively reasonable likelihood” standard applied, “the panel did not explain its
disregard of the Supreme Court’s requirement that injury must be actual or imminently
threatened”). The Supreme Court expressly rejected the Second Circuit’s formulation. See
Amnesty Int’l, 133 S. Ct. at 1146, 1151.
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non-U.S. persons with whom [the plaintiffs] communicate;’
(2) in doing so, the Government will choose to invoke its authority
under [the FISA Amendments Act] rather than utilizing another

method of surveillance,

(3) the Article III judges who serve on the Foreign Intelligence
Surveillance Court will conclude that the Government’s proposed
surveillance procedures satisfy [the FISA Amendments Act’s]
many safeguards and are consistent with the Fourth Amendment;

(4) the Government will succeed in intercepting the
communications of respondents’ contacts; and

(5) respondents will be parties to the particular communications
that the Government intercepts.

Amnesty Int’l, 133 S. Ct. at 1148. “Although imminence is concededly a somewhat elastic

not too speculative for Article TIT purposes—that the injury is certainly impending.” Amnesty

Int’l, 133 S. Ct. at 1147 (quoting Lujan v. Defenders of Wildlife, 504 U.S. 555, 564 n.2 (1992))

(emphasis in original).

The Amnesty International plaintiffs fared no better with their second alleged

injury—costly precautions taken to avoid the risk of surveillance. In the Supreme Court’s view,
that the plaintiffs “incurred certain costs as a reasonable reaction to a risk of harm” was
insufficient “because the harm [plaintiffs sought] to avoid [was] not certainly impending.”
Amnesty Int’l, 133 S. Ct. at 1151. “Because respondents do not face a threat of certainly

impending interception under [the FISA Amendments Act], the costs that they have incurred to

% The Amnesty International plaintiffs were all U.S. persons. The FISA Amendments Act
permits the NSA to intercept communications of U.S. persons only if they communicate with a
non-U.S. person reasonably believed to be outside the United States who is the target of the
surveillance. See Amnesty Int’l, 133 S. Ct. at 1144, 1148.
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avoid surveillance are simply the product of their fear of surveillance . . . such a fear is

insufficient to create standing.” Amnesty Int’l, 133 S. Ct. at 1152 (citing Laird v. Tatum, 408
U.S. 1, 10-15 (1972)).

Amidax Trading Group v. S.W.LF.T. SCRL, 671 F.3d 140 (2d Cir. 2011) is

instructive. Amidax’s bank used SWIFT’ to transfer funds among financial institutions. After
the September 11th attacks, the Office of Foreign Assets Control subpoenaed SWIFT’s records
to monitor the financial transactions of suspected terrorists. Amidax sued SWIFT and the
Government, alleging, inter alia, violations of the First and Fourth Amendments: The Second
Circuit held that “[t]o establish an injury in fact—and thus, a personal stake in this litigation—

[Amidax] need only establish that its illformgtion was obtained by the government.” Amidax,

671 F.3d at 147 (alteration in original) (emphasis added) (quoting Amidax Trading Grp. v.

S.W.LE.T. SCRL, 607 F. Supp. 2d 500, 508 (S.D.N.Y. 2009)). But because Amidax could not

2 . TR i (£

plausibly show the Government had collected its records, it lacked standing. Amidax, 671 F.3d
at 148-49.

Here, there is no dispute the Government collected telephony metadata related to
the ACLU’s telephone calls. Thus, the standing requirement is satisfied. See Amnesty Int’l, 133
S. Ct. at 1153 (noting that the case would be different if “it were undisputed that the Government
was using [the FISA Amendments Act]-authorized surveillance to acquire respondents’

communications and . . . the sole dispute concerned the reasonableness of respondents’

preventive measures”); see also Klayman v. Obama, --- F. Supp. 2d ----, 2013 WL 6571596, at

7 SWIFT stands for Society for Worldwide Interbank Financial Telecommunication. It provides
electronic instructions on how to transfer money among thousands of financial institutions
worldwide. See Amidax, 671 F.3d at 143.
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*14-17 (D.D.C. Dec. 16, 2013) (finding standing for subscriber to challenge the NSA telephony
metadata collection program).

The Government argues that merely acquiring an item does not implicate a
privacy interest, but that is not an argument about Article III standing. Rather, it speaks to the

merits of a Fourth Amendment claim. Cf, Rakas v. Illinois, 439 U.S. 128, 139 (1978)

(“Rigorous application of the principle that the rights secured by the [Fourth] Amendment are
personal, in pléce of a notion of “standingf’ will prdduce no additional situations in which
evidence must be excluded. . . . [TThe better analysis . . . focuses on the extent of particular
[individual’s Fourth Amendment] rights, rather than on any theoretically separate, but invariably
intertwined concept of standing.”) The ACLU is not obligated at the standing stage to prove the
merits of its case, only that it has “a personal stake in this litigation.” Amidax, 671 F.3d at 147.
Because the ACLU has alleged an actual injury grounded in the Government’s collection of
metadata related to its telephone calls, it has standing.

1I. Statutory Claim

A, Sovereign Immunity

The United States, as sovereign, is immune from suit unless it unequivocally

consents to being sued. United States v. Mitchell, 445 U.S. 535, 538 (1980); see also Price v.

United States, 174 U.S. 373, 375-76 (1899) (“It is an axiom of our jurisprudence. The
government is not liable to suit unless it consents thereto, and its liability in suit cannot be
extended beyond the plain language of the statute authorizing it.””). Section 702 of the
Administrative Procedure Act (“APA”) waives sovereign immunity for suits against the United

States that, like this one, seek “relief other than money damages.” 5 U.S.C. § 702. The APA
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creates a “strong presumption that Congress intends judicial review of administrative action.”

Bowen v. Mich. Acad. of Family Physicians, 476 U.S. 667, 670 (1986).

Exceptions to the APA’s broad waiver are “construed narrowly and apply only if
there is ‘clear and convincing evidence of legislative intention to preclude review.”” Nat. Res.

Def. Council v. Johnson, 461 F.3d 164, 171 (2d Cir. 2006) (quoting Japan Whaling Ass’n v. Am.

Cetacean Soc’y, 478 U.S. 221, 230 n.4 (1986)). But the presumption favoring judicial review,

“like all presumptions used in inferpreting statutes, may be overcome by specific language or

specific legislative history that is a reliable indicator of congressional intent.” Block v. Cmty.

Nutrition Inst., 467 U.S. 340, 349 (1984). In particular, “the presumption favoring judicial
review of administrative action may be overcome by inferences of intent drawn, from the

statutory scheme as a whole.” Block, 467 U.S. at 349,

1. Section 702 Exception

Section 702 does not “confer|] authority to grant relief if any other statute that
grants consent to suit expressly or impliedly forbids the relief which is sought.” 5 U.S.C. § 702.
This carve out ensures that a plaintiff cannot “exploit[] the APA’s waiver to evade limitations on
suit contained in other statutes” because “[t]he waiver does not apply ‘if any other statute that
grants consent to suit expressly or impliedly forbids the relief which is sought” by the plaintiff.”

Match-E-Be-Nash-She-Wish Band of Pottawatomi Indians v. Patchak, 132 S. Ct. 2199, 2204-05

(2012). Thus, “‘[w]hen Congress has dealt in particularity with a claim and [has] intended a
specified remedy’ . . . to be exclusive, that is the end of the matter; the APA does not undo the

judgment.” Pottawatomi Indians, 132 S. Ct. at 2205 (alterations in original) (quoting Block v.

North Dakota ex rel. Bd. of Univ. & Sch. Lands, 461 U.S. 273, 286 n.22 (1983)).
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